
Firewall Security Analysis 

            A Yearly Subscription Service for  

      Quarterly Firewall Configuration Reviews 
 

Security Governance and Compliance require that organizations monitor the various layers 

of enterprise security to ensure that devices are performing as designed.  Firewalls are critical  

to enforcing your organization’s overall security policy. Understanding risks associated to your 

firewall configurations will allow you to appropriately determine next steps in increasing your 

organization’s security posture. 

Policy Optimization 
    

Firewalls work more efficiently and are easier to manage when the policies are  

uncluttered and free of unused rules and objects.  

NCA’s Firewall Security Analysis Service will provide you with the ability to  

optimize policies in an easy and secure way. 

 

What is the Firewall Security Analysis Service?  
 

NCA’s Firewall Security Analysis Service is a comprehensive solution that will analyze your 

firewall configuration files and identify security risks in your firewall policies based on industry 

best practices and your compliance requirements. 
 

What will you receive? 

On a Quarterly basis, you will receive: 

• Firewall configuration analysis report including: 

°  Executive summary report of highest risk findings 

°  Firewall configuration analysis output data (burned CD in HTML format) 

• Onsite report review meeting to discuss findings and determine next steps 
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Leveraging NCA will provide a comprehensive firewall security  

analysis service that: 
 

• Reviews and analyzes every potential packet the firewall or router may encounter. 

• Pinpoints potential risks on a rule-by-rule basis. 

• Will identify duplicated, disabled, unused and expired rules as well as unused objects. 

• Understands and translates rules across multiple firewall vendors for easy server IP  

migration and change management. 

• Provides audit reports against regulatory compliance standards including PCI DSS,  

SOX and ISO 27001:2005. 
 

The Firewall Security Analysis Service Supports industry leading firewall manufactures  

including Cisco, Checkpoint or Juniper Firewalls as well as your Cisco IOS Access 

Lists (ACLs). 

 

Firewall Security Analysis 

About NCA 

NCA, founded in 1992, is a West coast provider of Information Security, 

Convergence and Telephony product and service solutions.  NCA specializes  

in information security management and acts as an ISO  27001:2005     

Associate Consultant Partner (ACP) for the British Standards  Institute    

developing Information Security Management Systems for our clients. 

NCA achieved ISO 27001:2005 Certification in December 2007. 

Some of NCA’s additional services include; Asset Identification, Risk Analysis, 

Vulnerability Assessments, Penetration Testing, Security Program Develop-

ment, Security Architecture and implementation services for technical controls such as Fire-

walls, VPN’s, SIEM’s, IPS, Web and Mail gateways, encryption, DLP, 2 Factor Authentication, 

NAC, load balancing and wireless solutions. 
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