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Challenge: Need to reduce Time-to-Detection and Det ection-to-Resolution 
Timelines

3

Timelines



•Focusing on only the response of an incident misses key actions of the IRT plan

•Can not do that with out communication

•How it will effect different areas of infrastructure

•What methods exist to contain or eradicate

•How to test for normal operations

•Who updates stakeholders 

•Roles and responsibilities (HR Legal)

•Decision makers

•Tools in place for common issues

•Contacts for the team

•Legal and regulatory requirements

•Define severity levels
•Corporate: pay now or pay later? (not always cash)

KISS – Prevent the Vogon Bureaucracy

During crisis keep communication, and agility of the team

The Goal of IRT is to minimize and control the dama ge resulting from incidents and provide 
effective response and recovery lower that DR timel ine and work to prevent future incidents 
from happening
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Computer Security

Mal-X Software (virus)

Data Breach or Theft

BotNet Attacks (dDOS)

Unauthorized Access (internal and external)

Physical Security

Theft

Unauthorized Access
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This presentation is not covering the topic of 

-Child Pornography

-Uncovering Attempts of Terrorism 

-Any other Federal State or Local Crimes

Contact your HR, Legal and Call 911
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Discovery

•Time log steps•Time log steps

•Chain of custody documents

•Categorize the incident 

•Calibration with your IRT Team 

•Additional Resources: Involve the FBI/LEO

•Use tools that are available with the operating system pstools and nirsoft tools

Containment

•Protect your critical assets

•Disable known egress points 

Remediation

•Get a copy of the virus in the case of CSIRT and submit to vendor

•Analysis of virus

•Get steps from analysis of virus for remediation and put technical controls in place to prevent spread

•Theft of device, catalog the data that could have been lost

•External procedures for Power Outage, Termination

Recovery

•Apply learned remediation to the whole environment or repair the cause of the incident

•Communication and training

•A back down period for heightened security

•Clean up your back-up sources if they obtained a copy!

Post Follow-up

•Attack patterns from the last incident

Cheat using NIST documents
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Financial Trading company

Important Take Away

Review Logs

Event Correlation

Testing of the Patch Product to a test pool

Asset identification

DON’T PANIC

Healthcare Provider

Important Take Away

IRT Process and Procedures

Inter-Department Communication

Security Control Effectiveness

DON’T PANIC
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IRT is a daily process checking of IDP 

review logs know your base line

IDS/IDP do you even use them?

Set up Practice events once a quarter using examples available from CERT or 
create internal cases

Denial of service, Internal Generated Spam, Virus, Facility break in, etc.

New incident types

Communication

Go back in time and replay the incident (to test your documentation)

•Review process

•Review missing technical controls

9



•Create missing process

•Deploy missing technical controls

•Further develop the IRT team and tools
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• WatchGuard Wire• WatchGuard Wire
• http://www.watchguard.com/education/feeds
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